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What is the future of DER Communications & Control 

(C&C)?

1. The current utility C&C model

2. What is a protocol and why is it important?

3. What is a data model?

4. How do the pieces fit together?
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The heart and soul of 

utility 

Communications & 

Control (C&C)
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First generation SCADA – 40’s - 50’s

• Analog computers used to monitor and control generator output, power flows 

and frequency across wide area to ensure low-cost and high reliability. 

• Based on modern controls theory (feedback loops) and Remote Terminal 

Units (RTUs).

• Developed analog functions to support Economic Dispatch and Automatic 

Generation Control. 

• Communication infrastructure - leased lines.

Second generation SCADA – 60’s - early 80’s

• Advent of digital technologies – mainframes, PLCs, microprocessors.

• Most RTU protocols were proprietary (not even ASCII text was standard!)

• Modbus RTU protocol – simple, reliable physical and logical interface.

Third generation SCADA – 80’s - present 

• Digital tsunami - PC’s, LANS, Wide Area Networks, TCP/IP, and the Internet.

• Communication infrastructure - microwave, satellite, PLC, fiber, radios.

• The emergence of DNP3 protocol based on common data (equipment) 

models.  
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DER C&C
Confusing 

and overlapping mix 

of services, 

standards,

and protocols.
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Special set of rules that 

specify interactions 

between communicating 

devices, systems or 

services.

Hardware protocols

Modbus, ethernet, Wifi

Software protocols 

HTML and TCP/IP

Protocols

An email is composed 

of a well-defined protocol

stack.

Display email

Retrieve email

Send email

Package and 

route message

Translate text 

& bytes

Email directory

Transmit & 

receive bits
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Information Model
Describes a system/data in a an abstract way and not tied 

to a specific implementation. 

Data Models
Concrete representation of an 

information model tied to a 

specific representation.

2030.5

IEC 61850-7-420 DER
61850-90-7 Advanced 
Inverters

Common data models

protocols
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Current Reality…

Third-party 
Aggregator

Facility or residence

Utility
DRMS SCADA

Utility Scale DER

SunSpec Modbus
Smart Inverter
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Hardware Abstraction Layer

SunSpec or CSIP Data Model

UL 1741 SA Grid Support Functions

IEEE 1547.1 Interconnection Standards

IEEE 1815 (DNP3), IEEE 2030.5 (SEP2), 
OADR

Standard DER Data Model 
IEC 61850-7-420 & 90-7
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How do the DER/DR 
C&C pieces fit 
together?

Key to the puzzle
Well-defined services and a 
shared data model.

On-site  or remote 
Energy Management 

System 

DNP3, SEP2, 
OADR, ASHRAE 
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Looking ahead…

2030.5

Third-party 
Aggregator

2030.5

2030.5

Facility or residence

Utility

DERMS SCADA

Utility Scale DER

Smart Inverter
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Smart Inverter
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Together…Shaping the Future of Electricity


