Welcome!

Thank you for jJoining todayos
Developing and Applying Open  -Source
Implementations of OpenADR

If you have a question please use the
guestion box located on the right side of
your screen.

Questions for our speaker will be
addressed at the end of the
presentation.

This webinar will be recorded for future
playback.
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Todayos Speakers

Walt Johnson is a Technical Executive at the
Electric Power Research Institute (EPRI),
where he specializes in smart grid
technologies, standards, and IT Enterprise
Architecture.

He manages EPRI &s Automated
Response and Ancillary Services

Demonstration Project, supports the

Transmission and Distribution Modernization

Demonstration Projects on Data  Analytics,

and leads the new ICT Innovators Forum.

Prior to joining EPRI, Walt spent nearly ten
years at the California Independent System
Operator (CAISO), during which time he
served on the Technical Advisory Group for
L B N lorigmal AutoDR/OpenADR project.
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Todayos Presentation

AWhat Weodol |l Talk About
I The EPRI Project
AWhat, why, who, é
I The EPRI Software
AWho,wh at , how, where, é
I Deployments
AProject demos, other EPRI projects, commercial service
I Software Enhancements

AWhat We Wonodt Tal k About

I Demand Response (in general)
I The OpenADR Specification

AHi story, profiles, services
I Other ADR Standards
Al RC WDRCP, | EC, SEP2, ¢

I How to use the EPRI Software
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The Electric Power Research Institute

Independent

Objective, scientifically-based results
addressing reliability, efficiency,
affordability, health, safety and the
environment

Independent

Nonprofit
Chartered to serve the public benefit

Collaborative

Bringing together scientists, engineers,
academic researchers, and industry exp
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The EPRI Project

NAut omated Demand Response and Anc
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OpenADR Project Activities

EPRI Project Demonstrations
AISOs: CAISO and NYISO
AUS Utilities : AEP, KCPL, SDG&E, Southern Co.

Alnternational Utilities : ESB Networks (Ireland),
EdF (France), TEPCO (Japan)

Other Deployments in Progress

A California Utilities
A LBNL

: : Virtual Top Node (VTN) - Server
A OpenADR Alliance (~100 Members) http://sourceforge.net/projects/openadr2vin/

A Other EPRI Activities _
Virtual End Node (VEN) - Standalone Client

|nte|’nat|0na| Adop'“on http://sourceforge.net/projects/openadr2bven-pull/
A Now an IEC Publicly Available Specification (PAS) Virtual End Node (VEN) - Client Library

http://sourceforge.net/projects/openadrvenclibrary/

EPRI Open-Source Contribution Accelerating Adoption;
Significant Global Impact

ELECTRIC POWER
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http://sourceforge.net/projects/openadr2vtn/
https://sourceforge.net/projects/openadr2bven-pull/

Drivers - Benefits of Standardized DR/DER Messaging

Alnteroperability for Pricing and DR Events (Utilities
and ISOs)

ACommercial Off-The-Shelf (COTS) Products

Alncreased Operational Efficiency, Reliability, and
Security

i A Fast DaRallaryasardces

I Use of low-cost communications networks
ALower Design and Installation Costs
ALower Operation and Maintenance Costs
ANew Services through Competitive Innovation

ALarger Pool of Talent to Support and Maintain I(W
Standardized Systems 5
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EPRI 0s O pDeveldpbhént

EPRI developed the open-source software to:
AGain familiarity with the standard
AProfile A and B capabilities
ARelationship between VTNs and VENSs
AProvide EPRI project host sites access to 2.0 software

AProvide utilities and suppliers with source code to
develop and test with programs and other products

ABecause specifications can be tested only through
Implementations
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Why Make the Software Open Source?

By providing the source code, EPRI hopes that:
AUtilities will test OpenADR with their DR programs
AReducing costs to deploy pilots

Alncreasing internal knowledge
AMore deployments lead to a competitive VEN marketplace

AThe specification will be improved by providing to working group
knowledge gained from deployments
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Architectural Requirements for an
OpenADR Implementation
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XML Messages

Convert XSD to Language Specific Objects

XML Schema Definition (XSD)

WSDL.exe (.MET)

Translation Tool
X¥C (java)
SCOMPF (java) )

Java/C#/C/C++/
language of choice objects & classes,

gsoap (C/C++) serializer, deserializer

others

Using the XML objects/classes and serializer/deserializer

oadr Object

LA Java/C#/C/C++, etc

XML message
Serialize object to XML/ oadrRequestEvent
Deserialize XML to object oadrCreatedEvent

etc

Web Service
Apache, IS, Tomcat, etc
(EiEvent, etc)

oadr Object
Java/C#/C/C++, etc

XML message
oadrRequestEvent
oadrCreatedBvent
etc

Serialize object to XML/
Deserialize XML to object

12
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Client/Server Architecture

AVTN i Virtual Top Node (typically the server)
AVEN i Virtual End Node (typically the client)

AThe client/server model is a good fit for a DR program,
where a single authority (operating the VTN) calls events to
manage load at many clients (though the VENS)

AThe Push model used in OpenADR allows a VTN to push
data to a VEN; but note that although this is still a
client/server design, the VTN acts as an HTTP client and
the VEN acts as an HTTP server
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Pull/Poll Messaging

APull and Poll are the same interaction between the VTN
and the VEN

AThe VEN initiates the request and the VTN responds

PULL/POLL

(=)

()
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Push Messaging

AThe VTN (server) initiates the exchange when it sends to the VEN
(client)

AThe VEN must register a Push endpoint with the VTN (this is an out-of-
band process for Profile A)

APush can provide a faster mechanism for communicating with clients

AAdditional firewall ports might need to be opened to provide access
from the VTN to the VEN

PUSH

v
Z
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Transport and Security Requirements
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Transport Choices

ATransport mechanism must be selected for the data
exchanges
I VTNs must support all (both) transport mechanisms
I VENSs can select one transport mechanism

AEPRI selected a simple HTTP implementation to begin

AXMPP (Extensible Messaging and Presence Protocol) is
also specified

ASome OpenADR Alliance members are using Openfire
(http://www.igniterealtime.org/projects/openfire/)
I An open-source XMPP implementation
I EPRI 06s i mp lusesthiniasadli o n
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http://www.igniterealtime.org/projects/openfire/

Transport Implementation

ASimple HTTP
i All messages use POST to avoid caching (and other issues)
I The XML payload is the message body in the HTTP request
I The service name is appended to the endpoint
I Example: http://.../oadr2a-vin/OpenADR2/Simple/EiEvent
AXMPP
I Inherently two-way

_H“‘“-—»Ehh_"‘"‘—

VTN
f______EFIP-SE rver
@:/f
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http://.../oadr2a-vtn/OpenADR2/Simple/EiEvent

Public Key Cryptography

AWorks with public/private key pairs
APublic key is shared with all, the private key is kept private
Alf a public key is used to encrypt, only the private key can

decrypt

VEN —b@—# VEN private key

(and vice-versa)

—» VTH public key

encrypted message

o

19

Tﬁ?ﬁl‘— VEN public key |‘

VTN private key

encrypted message
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Conformance and Certification

© 2015 Electric Power Research Institute, Inc. All rights reserved.
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Certification Requirements

ACertification requires adhering to:
i Profile conformance rules
I PICS (Protocol Implementation Conformance Statement)

AManaged by OpenADR Alliance

AProduct must be tested by an authorized test service
provider. Intertek (http://www.intertek.com/) is the testing and
certification laboratory for the OpenADR Alliance

AMust be alliance member to have certificated products

Note: Us e of E P R icértdgied Adftware aorcreate a new application
does not confer certification on the resulting application. All applications are
individually certified by the OpenADR Alliance.
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http://www.intertek.com/
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Conformance Rules: Sample from Profile B (draft)

ce Rule

100

VTN, EiEvent Service, oadrDistributeEvent Payload

For both eiEventSignal and eiEventBaseline the following substitution group items shall be
used:

* streamPayloadBase = signalPayload
* payloadBase = payloadFloat

The number of signalPayload elements in each interval must be equal to 1.

101

VTN, EiEvent Service, oadrDistributeEvent Payload
The uid element is required for each eiEventBaseline

102

VTN, EiEvent Service, oadrDistributeEvent Payload &
For both eiEventSignal and eiEventBaselige,
must appear in each interval and the sum

overall duration element g

eiActivePeriod:properties:duration  # gt
eiEventSignal:eiEventBaseline:duration fors

103

VTN, EiEvent Service, oadrDistributeEvent Payload

For both eiEventSignal and m[veﬁﬂlﬁelme the dtstart elerrr&ﬁt hall NOT be included in the
interval specification. § LR

£

o,

A OpenADR_2 0b_Profile Specification_vO_9 20130318.pdf
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Conformance Rules: PICS

AQuestionnaire filled out by manufacturer

AA series of yes/no questions

AReleased to the public, it providesani d e a

o f

supported by the implementation and any limitations

Core Operation Payload Schema Conformance

For each payload generated by animplementation, indicate if it conforms to the indicated schema.

ltem Requirement Reference Support

1 ocadrDistributeEvent validates against the Alliance [I¥es [IMo
Alliance “A" profile schema Schema [N/

7 ocadriCreatedEvent validates against the Alliance [Ives [IMo
Alliance “A" profile schema cchema [ M/

3 ocadrBequestEvent validates against the Alliance [Ives [IMo
Alliance “A" profile schema cchema [ M/

a cardResponse validates againstthe Alliance | Alliance [Ives [IMo
“A" profile schema cchema [IM/A

Mote: VTMs generate items 1 and 4, Push VENs item 2, and Pull VEMs items 2 and 3.

A OADR 2.0a PICS v1 0 4.docx (comes with TestSet purchase)

23
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Conformance Rules: TestSet

AThe Alliance provides the TestSet (for a fee)

AThe TestSet has many test cases for testing conformance

rules

AThe TestSet documentation shows which test cases exercise
which conformance rules

Appendix B - Conformance Rules to Test Case Mapping
The following table is a cross reference between alliance specific conformance rules and test cases that
validate their conformance. Refer to section 11.2 of the OpenADR Alliance 2.0a Profile Specification for

detailed descriptions of each conformance rule.

Conformance
Rule

Test Cases

1

Proper format validated on each payload by schema validation

2

Validated by Conformance Rule 2 Payload Validation (see Appendix A)

3

E0 & E1= 0250, 285
E2 & E3 = 510,520
Validated by Conformance Rule 15 Payload Validation (see Appendix A)

E2 & E3 = 0452

E2 & E3 = 0470. 0474, 0476, 0478. 0480, 0490, 0492, 0494, 0496, 0498

EO0 &El= 0130

Validated by Conformance Rule 7 Payload Validation (see Appendix A)

Validated by Conformance Rule 8 Payload Validation (see Appendix A)

Validated by Conformance Rule 9 Payload Validation (see Appendix A)

A OpenADR_2 0b_Profile Specification vO 9 20130318.pdf
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Conformance Rules: TestSet

25

AA Java-based program written with Eclipse

ADeveloped and maintained by QualityLogic

AContains many push and pull tests for VENs and VTNs
ASends test messages to a VTN and validates the response

AReceives test messages from a VEN and validates the
response
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